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Annotation: The report discusses the growing risk of financial fraud within Uzbekistan’s digital
banking ecosystem, focusing on unauthorized loans obtained through stolen personal information.
Conventional rule-based detection frameworks fail to deliver reliable results, generating excessive false
alarms and struggling to adapt to evolving scam tactics. By deploying machine learning models such as
Random Forest, XGBoost, neural networks, and anomaly detection algorithms that paired with data
balancing techniques like SMOTE, the research achieves significant improvements in fraud identification
accuracy.
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OBHAPYXEHUE ®UHAHCOBOT'O MOIIEHHUYECTBA B IIU®POBOM SKOCUCTEME
V3BEKUCTAHA: CPABHUTEJIbHBIN AHAJIN3 METOA0B MAIIMHHOI'O OBYYEHMS 1
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AnHoTanus: B cTarbe paccMOTpeH pacTyluid puck GUHAHCOBOTO MOIIICHHUYECTBA B IIH(POBOIA
0aHKOBCKOW JKOocHcTeMe Y30eKHucraHa, Ipd OSTOM oco0oe BHHMaHHE yaenserca npolieme
HECaHKIIMOHUPOBAHHOTO MOTyYEHHs KPETUTOB C MCIIOIH30BAHUEM YKPAICHHBIX MEPCOHAIBHBIX JaHHBIX.
TpaguiioHHbIe CUCTEMBI OOHApPYKEHHUS, OCHOBAaHHbBIE Ha MPaBWIIAaX, HE JAIOT HAIEKHBIX PE3yJIbTAaTOB,
reHepupys. H30BITOUHOE KOJIMYECTBO JIOKHBIX CpadaThblBAaHUH W C TPyOOM aJalTUpysICh K
SBOJIIOLMOHUPYIOIIUM TAKTHKAaM 3JI0YMBIIUICHHUKOB. biaromapss BHEIPEHHIO MOJENEH MAIluHHOTO
o0yueHwus, Takux kak Random Forest, XGBoost, HelipOHHbIE CETH 1 aITOPUTMBI OOHAPYKEHUSI aHOMAJIHH,
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B COYETAHUH C MeToJaMu OanancupoBKky AaHHbIX (Hanpumep, SMOTE), nccnenoBanue nocturaet
3HAYUTENHFHOTO MOBBIIICHUS TOYHOCTH WACHTH(PHUKALNI MOIICHHUYECTBA.

KaoueBbie ciaoBa: nudposas OaHKOBCKasi IKOCHUCTEMa, HECAHKLIIMOHWUPOBAHHBIC KPEIUTEHI,
MallMHHOe OOy4yeHHe, MeTOAbl OanaHCHPOBKH JaHHBIX, (UHAHCOBOE MOLICHHHYECTBO, JIOXKHBIC
cpabaThIBaHUs, IEPCOHANBHBIC TaHHBIE, AITOPUTMBI OOHAPYKEHHSI aHOMAIIUH.

O’ZBEKISTON RAQAMLI EKOTIZIMIDA MOLIYAV1Y FIRIBGARLIKNI ANIQLASH:
MASHINADA O’QITISH VA MA’LUMOTLARNI BALANSLASH USULLARINI QIYOSIY
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Annotatsiya: Ushbu maqolada O‘zbekiston raqamli bank ekotizimida moliyaviy firibgarlik xavfi
ortib borayotgani ko‘rib chiqilib, bunda o‘g‘irlangan shaxsiy ma’lumotlardan foydalangan holda ruxsatsiz
kredit olish muammosiga alohida e’tibor garatilmoqda. Qoidalarga asoslangan an’anaviy aniglash tizimlari
ishonchli natijalar bermaydi, ortiqgcha yolg’on ishlanmalarni keltirib chigaradi va tajovuzkorlarning
evolyutsion taktikalariga zo’rg’a moslashadi. Random Forest, XGBoost, neyron tarmoglar va
anomaliyalarni aniglash algoritmlari kabi mashinada o’qitish modellarini joriy etish orqali ma’lumotlarni
muvozanatlash usullari (masalan, SMOTE) bilan birgalikda tadgiqot firibgarlikni identifikatsiyalash
anigligini sezilarli darajada oshirishga erishmoqda.

Kalit so‘zlar: ragamli bank ekotizimi, ruxsat etilmagan kreditlar, mashinada o’qitish,
ma’lumotlarni balanslashtirish usullari, moliyaviy firibgarlik, yolg’on ishga tushirishlar, shaxsiy
ma’lumotlar, anomaliyalarni aniqlash algoritmlari.

Introduction. The rapid growth of digital financial transactions is accompanied by a corresponding
increase in fraudulent activities, which intensifies existing challenges within the financial sector. The
expansion of banking services, mobile payment systems, and digital platforms enhances accessibility and
creates new vulnerabilities that are actively exploited by fraudsters to implement increasingly sophisticated
schemes. This has a direct impact on the security of banks and payment systems, resulting in financial losses,
a decline in customer trust, and elevated risk levels. In recent years, Uzbekistan has experienced a notable
rise in cases where loans are issued by commercial banks in the names of individuals without their
knowledge. The misuse of personal data has become a key factor contributing to the increase in such
incidents, which has exceeded 40%’.

Traditional fraud detection systems relying on rigid rules and predefined patterns falter under
evolving threats. They lack adaptability to emerging attack vectors and cannot evolve with shifting financial
behaviors, rendering them obsolete. As digital transactions surge in volume and complexity, these inflexible
systems generate excessive false positives, strain operational capacity, and hinder real-time response.
Analysts spend disproportionate time investigating non-issues, delaying accurate risk assessments and
weakening overall decision quality. Each advancement in financial digitization introduces new
vulnerabilities, demanding a fundamental reevaluation of current defenses and the adoption of dynamic

7 Ombudsman.uz (2025), “In 2024, fraud cases related to the issuance of loans increased by 42% -
Ombudsman”, official news portal of the Authorized Person of the Oliy Majlis for Human Rights,
available at: https://ombudsman.uz/ru/news/2025/01/27/2024-yilda-kredit-rasmiylashtirishga-oid-
firibgarlik-holatlari-42-foizga-oshgan-ombudsman.
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countermeasures. Machine learning-driven systems, powered by big data analytics and artificial
intelligence, now offer a responsive alternative. These tools supersede static rule sets, uncovering concealed
fraud patterns even in anonymous user activity by identifying subtle behavioral anomalies. The shift moves
security from reactive remediation to preemptive defense: detecting risks early prevents losses before they
materialize and strengthens financial systems against disruptive external pressures.

The study focuses on identifying the role of intelligent technologies in combating fraud. The
analysis shows that they are more effective than traditional methods: they respond faster, detect suspicious
patterns more accurately and reduce the error rate in fraud detection.

Legal framework and classification of cybercrime. Liability for the misappropriation of property
through deception or abuse of trust is established under Article 168 of the Criminal Code of the Republic
of Uzbekistan. In the context of the digital transformation of the financial sector, particular attention is
given to fraud schemes carried out using information technologies. Such offenses are prosecuted under
Article 168-1 of the Criminal Code of the Republic of Uzbekistan. Unauthorized access to computer
information, including interference with the functioning of information systems, is punishable under Article
278-1 of the Criminal Code of the Republic of Uzbekistan. All these provisions form a unified legal
framework aimed at countering threats in the field of financial transactions®.

The main types of financial fraud include bank card fraud, which involves the unauthorized use of
card details and the execution of illegal transactions. Credit fraud is also widespread, where loans are
obtained in the names of third parties using their personal data. In addition, significant threats come from
fraud schemes in online payments and phishing attacks aimed at obtaining users’ confidential information.
Criminals often persuade clients through advertisements that falsely present guaranteed success and claimed
effectiveness. They also use referral schemes, place urgent calls with time-limited offers, and promote

«exclusive» conditions. In some cases, they manipulate displayed income data so that false profit
figures appear in user interfaces. All these methods are designed to exploit trust and trigger quick,

impulsive decisions.
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Fig. 1. Structure of cybercrime by type?
The majority of incidents are associated with malware and malicious applications, accounting for
60%, which reflects a persistent trend in the spread of malicious software. Phishing, aimed at obtaining
personal data, represents 16% of cases. Online fraud accounts for 11%, while direct financial theft makes
up 9%. The smallest share, 4%, is related to loans issued under another person’s name. Despite their
relatively low frequency, such attacks pose a serious threat to financial stability.

8 Criminal Code of the Republic of Uzbekistan (1994), adopted by the Law of the Republic of Uzbekistan No. 2012-XI11, Lex.uz
national database of legislation, available at: https://www.lex.uz/acts/111457.

9 Spot.uz (2025), “The structure of cybercrime in Uzbekistan: statistics and key trends for the current period”, business and
technology news portal, available at: https://www.spot.uz/ru/2025/05/30/cyber-crime/.
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Materials and methods. Traditional methods for identifying financial fraud rely on rigid rule-
based systems and manual transaction scrutiny. When predefined thresholds set by experts are met, these
systems flag transactions for review, leaving human analysts to assess anomalies and detect signs of deceit.
However, their lack of adaptability hampers effective responses in the fast-evolving landscape of digital
finance. As fraudsters continuously evolve their techniques, introducing novel schemes at speed, updating
detection rules remains slow and dependent on expert intervention. The result is a high volume of false
positives, overwhelming investigators and delaying critical actions. Worse still, conventional frameworks
fail to uncover sophisticated, multi-layered frauds that have no prior pattern by leaving institutions
vulnerable to attacks they cannot anticipate. In light of the accelerating shift toward digital financial
ecosystems, these shortcomings render outdated detection models inadequate for safeguarding modern
economic systems.

Machine learning is widely used for fraud detection. Its ability to analyze large volumes of
transactions and identify non-obvious patterns makes this approach highly effective. The main task is to
classify an operation as either «fraud» or «non-fraudy. In such scenarios, logistic regression is often applied:
it estimates the probability of a fraudulent transaction based on features such as transaction amount,
frequency of actions, and the user’s geolocation. Decision trees are also used in practice: they build a
sequence of conditions, making the decision-making process transparent. The accuracy of these models can
reach 85-95%, but only under conditions of class balance and careful data preparation.

International experience in fraud mitigations The implementation of intelligent systems in
several countries has demonstrated high effectiveness. In the United States, financial institutions have long
been using machine learning algorithms to monitor transactions in real time. Such solutions quickly detect
suspicious operations and block them before completion. For example, the company PayPal processes
billions of transactions in real time, taking into account user behavior, transaction history, and payment
context. Thanks to intelligent algorithms, the level of fraudulent transactions has decreased to 0.32% of the
total volume. This is almost four times lower than the industry average of 1.32%. As a result, the platform
becomes more secure, and customer trust increases®.

Performance evaluation and analysis. In the course of the study, it was analyzed how different
approaches to dataset balancing affect the performance of Random Forest and XGBoost models. The F1-
score metric was used to evaluate the results [1].
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Fig. 2. Evaluation of data balancing techniques in Random Forest using F1-score

10 Harvard Business School (2024), “PayPal vs. Fraud: Have no fear, Machine Learning is here!”, Digital Innovation and
Transformation, available at: https://d3.harvard.edu/platform-rctom/submission/paypal-vs-fraud-have-no-fear-machine-learning-is-
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Fig. 3. Evaluation of data balancing techniques in XGBoost using F1-score

Challenges and constraints

The results of the analysis showed that oversampling methods such as ROS, SMOTE, and
ADASY N, as well as hybrid approaches combining oversampling and undersampling (e.g., SMOTE+NCR
and ADASYN+NCR), are more effective than traditional undersampling strategies. Simple undersampling
methods lead to the loss of important information, which results in decreased classification accuracy. This
outcome confirms that such approaches are unsuitable for problems with a strong class imbalance.

Neural networks and deep learning methods analyze sequences of operations, identifying hidden
patterns in customer behavior that are not accessible to traditional approaches. Recurrent neural networks
and LSTM-based architectures are effective in processing time series data, tracking changes in transaction
dynamics. Convolutional neural networks work with structured data, detecting unusual combinations of
features characteristic of fraudulent scenarios. Real-time data processing can reach up to 100 milliseconds.
Such high-speed operation ensures an immediate response in modern banking systems, where delays may
lead to financial losses [2].

Anomaly detection methods focus on identifying deviations in behavior without requiring labeled
data. Approximately 70-80% of new fraud schemes have no historical analogues. In this context,
unsupervised learning algorithms are effective, including clustering methods (k-means, DBSCAN) and
isolation-based models such as Isolation Forest. These methods detect outliers in customer behavior, such
as a sudden increase in transaction volume, unusual locations, or irregular transaction timestamps. For
example, if a user typically spends between 100 and 500 currency units, a sudden transaction of 5000 units
is immediately flagged as suspicious [3].

Modern platforms process between 1,000,000 and 10,000,000 transactions per day. Because of
machine learning, risks associated with human factors are reduced, as personnel errors and subjectivity in
incident assessment are eliminated. The integrated use of these capabilities increases the resilience of
systems to emerging forms of financial fraud [4].

Detecting fraudulent transactions is challenging. Their proportion is extremely small compared to
regular transactions. Even highly accurate systems that correctly classify the majority of operations face
an excessive number of false positives. As a result, many actions are flagged as suspicious, while only a
small fraction of them are actually fraudulent. This requires manual verification, which leads to increased
time consumption and higher staffing costs. Reducing fraud levels is possible, but only through stronger
control measures, which implies a significant increase in security expenses. Organizations are forced
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to choose

between the cost of protection and the economic benefit of preventing losses. The situation is
further complicated by reputational risks: public disclosure of fraud incidents can negatively affect a
company’s image. Aggressive blocking of legitimate users, even in the absence of confirmed fraud,
undermines trust in the service and damages its reputation [5].

Conclusion. The development of financial technologies directly contributes to the improvement
of security methods and the increased reliability of transactions. Intelligent technologies detect suspicious
operations with high accuracy, reducing the number of false alarms. Unlike rigid rule-based systems,
machine learning algorithms are capable of identifying hidden patterns that previously remained undetected.
Such systems adapt to changing conditions by continuously updating behavioral patterns. However, their
implementation requires significant computational resources and high-quality data. Without these, their
effectiveness decreases. By combining multiple approaches, banks enhance their resilience to attacks. As
a result, users gain greater confidence in the security of their transactions.
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TRANSPORT MASALASINI YECHISHDA MS EXCEL DASTURINING
IMKONIYATLARIDAN FOYDALANISH
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Abdulla Qodiriy nomidagi Jizzax Davlat Pedagogika Universiteti

Annotatsiya: Ushbu magolada transport masalasini yechishda Microsoft Excel dasturining
imkoniyatlaridan foydalanish usullari ko‘rib chigilgan. Transport masalasining matematik modeli, uning
chizigli dasturlash bilan bog’ligligi hamda MS Excel dasturining “Solver” (Yechuvchi) qo’shimchasidan
foydalanib masalani optimallashtirish bosgichlari batafsil yoritilgan. Tarmoq transport masalasiga doir
amaliy misol keltirilgan va uning MS Excel muhitida qo’llanilishi ko’rsatilgan. Maqola natijalaridan
matematika va informatika o’qituvchilari, logistika mutaxassislari va tadgiqotchilar foydalanishi mumkin.

Kalit so’zlar: transport masalasi, MS Excel, Solver qo’shimchasi, chizigli dasturlash,
optimallashtirish, matematik model, logistika, simplex usul, ta’minot, talab, minimal xarajat.
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